DDos Mitigation Bidders Teleconference
Attendees: 

David Roach – NexusGuard

Kevin Conero – Ulster BOCES

Chris Squatripto – Mosaic451

Beverly Peluso – Arbor Networks

Steve Schwartz – F5 networks

Bob Knapp – CSI

Alex Hsia – Nexusguard

Steven Kiel – F5 Networks

Peter Hong – Verisign 

Erin Hawk – Imperva encapsula

Chris Stenshager – Imperva

Travis Stanger – F5 Networks

John Ginsberg – Arbor Networks

Aron Lee – Nexusguard

Mike Petrone – Verisign

Zen – Nexusguard
Barbara Costakis- DCBOCES

· Mark summarized various points throughout the RFP.

· Current services run through November 2017; 
· Bandwidth numbers in RFP are just a guide; We have already increased. Example: Dutchess BOCES has already increased to 2.57 Gb purchased bandwidth and maximum divertible block is at about 700 Mb. Ulster purchased bandwidth is about 2.5 Gb and maximum divertible block is about 800 Mb.
· The focus of the RFP is around mitigation of volumetric attack. One major point of interest is the time to divert. 

· For counties with large address blocks, we are interested in diverting by individual /24’s . 

· Questions:

John Ginsberg (Arbor Networks) – What portion of traffic is to public servers; Do all 4 counties have public facing servers? Answer: All 4 BOCES and districts have a limited number of public facing servers.  Follow up question: What ISP facing router is at each county site? Answer: DCBOCES – Cisco 4500X; Orange/Ulster – Cisco 4500X, Ulster – Brocade 7450, Sullivan – Cisco 4500X 
Follow up question: Are the bandwidth split evenly among both links? Answer: The 2 links are run in a primary/failover mode. We do not generally run traffic out at the same time. Diverse fiber paths. 

Alex Hsia (Nexusguard) – Who is responsible from each county for diverting? Answer: Provider may have their own center to monitor in which we set up a process to initiate diversion.
John Ginsberg (Arbor Networks) – Do Cisco routers support multiple GRE Tunnels? Answer: Refer to the router models listed above. If requirement to swap out network equipment, responsibility on BOCES side.

Alex Hsia (Nexusguard) – Are there specific services/applications that need to be protected? Only inbound services are http / https and inbound email. Some districts may use other applications. Problem area has been volumetric aimed at PAT of buildings
Travis Stanger (F5 Networks) – The bandwidth is listed as average not 95%. Answer: During 9am – 2pm hours average can be considered as 95%. Follow up: Packeteer graphs (Core hours and 24 hours) from a few of the counties will be posted to show trends. 
Can companies present via resellers/partners; Answer: Select reseller in that area/geographic location. 
Travis - Submittal of RFP – Is a softcopy response acceptable? Answer: We require at least one hardcopy. 
